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Verified Compilers

Verified vs certifying compilers

Verified compiler

▶ Semantic preservation is
proven, i.e.
input/output-behavior of
code

▶ All translation-steps in
compiler need to be formally
verified

Certifying compiler

▶ Compiler generates
proof/“certificate” in
addition to compiled
program, telling if some
specification (e.g. memory
safety) holds

▶ Verified validator checks
output

▶ “Translation validation”:
Validator checks if semantics
are preserved

3 / 23



Verified Compilers

▶ Arithmetic Expressions compiler (1967, formalized in LCF in
1972)[1][2]

▶ Compiler verification: a bibliography[3] (1967-2003)

▶ CompCert[4]: Realistic C compiler, 2005+

▶ CakeML[5]: Compiler for functional language, 2019

▶ Lutsig[6]: Verilog compiler, hardware description language,
2021

▶ CertiCoq[7][8]: Gallina compiler, ongoing, targets Clight
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Project Cristal/CompCert General info

▶ (90%) Formally verified C compiler with optimizations

▶ 2x faster code than GCC -O0, 10%/15%/20% slower than
-O1/-O2/-O3

▶ Supports most of ISO C99 and few ISO C2011 extensions[9]

▶ Architectures: PowerPC, ARMv7, AArch64, ia32, AMD64,
RISC-V[10]

▶ Developed since 2005 by Xavier Leroy at INRIA, France

▶ Won “ACM Software System Award” in 2021

▶ Commercial license since 2015 (from AbsInt), free for
noncommercial use

▶ 100 000 lines of Coq, extracted to OCaml

▶ For embedded software (safety critical).
Alternatives: Manual code-review, extensive testing, static
analysis, disable optimizations.
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Project Cristal/CompCert General info

Finding bugs in compilers:

Yang et al.[11]: “The striking thing about our Com-
pCert results is that the middleend bugs we found in all
other compilers are absent. As of early 2011, the under-
development version of CompCert is the only compiler we
have tested for which Csmith cannot find wrong-code er-
rors. This is not for lack of trying: we have devoted about
six CPU-years to the task. The apparent unbreakability
of CompCert supports a strong argument that developing
compiler optimizations within a proof framework, where
safety checks are explicit and machine-checked, has tangi-
ble benefits for compiler users.”

However, they found bugs in the unverified parts of the compiler
(fixed and verification expanded) and an overflow (caught by
assembler).
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Project Cristal/CompCert General info

Usage

▶ Verified Software Toolchain[12]

▶ Airbus[13]

▶ TU Munich, flight software (real plane testbed)[14]

▶ CertikOS[15]

▶ Lustre Compiler (Lustre to Clight)[16]

▶ MTU Friedrichshafen (nuclear power plant, diesel generator
fallback)[17][18]
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Project Cristal/CompCert Compiler Structure

Compiler structure
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Project Cristal/CompCert Coq, excerpt

Proofs
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Project Cristal/CompCert Coq, excerpt

Datatypes, functions
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Project Cristal/CompCert Code Examples

Compiler functions (1)
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Compiler functions (2)
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C syntax excerpt
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Main Proof (1)
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Project Cristal/CompCert Code Examples

Main Proof (2)
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Project Cristal/CompCert Extensions/Other Works

Extensions

▶ CompCertTSO (threads and shared memory)[19]

▶ More concrete memory model (finite)[20]

▶ SepCompCert (separate compilation)[21]

▶ CompCertS (memory consumption preserved)[22]

▶ Cryptography: Preserve constant time (sidechannel
attacks)[23]

▶ CompCertM (linking C & Assembly)[24]

▶ SSA & Optimizations[25]

▶ CompCertO (certified C components, preserving
interaction)[26]

▶ CompCert-KVX (VLIW)[27]

▶ Nominal memory model (reason about sub-regions of memory,
for concurrent programs)[28]
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[25] Jean-Christophe Léchenet, Sandrine Blazy, and David
Pichardie. A fast verified liveness analysis in SSA form. In
Nicolas Peltier and Viorica Sofronie-Stokkermans, editors,
Automated Reasoning, Lecture Notes in Computer Science,
pages 324–340. Springer International Publishing. ISBN
978-3-030-51054-1. doi: 10.1007/978-3-030-51054-1 19.

[26] Jérémie Koenig and Zhong Shao. CompCertO: compiling
certified open c components. In Proceedings of the 42nd
ACM SIGPLAN International Conference on Programming
Language Design and Implementation, pages 1095–1109.
ACM. ISBN 978-1-4503-8391-2. doi:
10.1145/3453483.3454097. URL
https://dl.acm.org/doi/10.1145/3453483.3454097.

10 / 11

https://dl.acm.org/doi/10.1145/3453483.3454097


References

References X

[27] Cyril Six. Optimized and formally-verified compilation for a
VLIW processor. URL
https://hal.archives-ouvertes.fr/tel-03326923.
Issue: 2021GRALM025.

[28] Yuting Wang, Ling Zhang, Zhong Shao, and Jérémie Koenig.
Verified compilation of c programs with a nominal memory
model. 6:25:1–25:31. doi: 10.1145/3498686. URL
https://doi.org/10.1145/3498686.

11 / 11

https://hal.archives-ouvertes.fr/tel-03326923
https://doi.org/10.1145/3498686

	Verified Compilers
	Project Cristal/CompCert
	General info
	Compiler Structure
	Coq, excerpt
	Code Examples
	Extensions/Other Works

	Appendix
	References
	References


