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Mechanism Design
Meets Computer Science

A field emerging from economics is teaming up with computer science
to improve auctions, supply chains, and communication protocols.

HE BOUNDARIES SEPARATING

computer science and other

disciplines are blurring at an

accelerating pace. As work in

computers, biology, the phys-
ical and social sciences, and econom-
ics becomes more complex, so does
the motivation for practitioners to seek
help from each other.

Mechanism design, which emerged
from economic game theory in the
1970s, is now shaking hands with in-
formation technology. Built on a formal
mathematical base, mechanism design
expresses ideas that are elegantly sim-
ple, yet tricky to apply in the real world:
people in competition will act “rational-
ly” to meet their own selfish goals; they
have private information, and may act
in ways that can’t be observed; and they
may lie. The central goal in mechanism
design is to devise a system by which
those people will tend to act in ways that
benefit the owner of the system, or soci-
ety atlarge.

Information technologists are turn-
ing these concepts into such disparate
applications as auction management,
supply chain optimization, and the
matching of organ donors and recipi-
ents. Meanwhile, mechanism design is
enabling advances in information tech-
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In the DARPA Network Challenge, teams used mechanism design and social networking tech-
niques to locate the defense agency’s 10 geographically dispersed, red weather balloons.

nology, from network design to distrib-
uted computing to operating systems.
The DARPA Network Challenge
from the Defense Advanced Research
Projects Agency (DARPA) offers one ex-
ample, with a social networking twist.
Last December, DARPA tethered 10 red
weather balloons at undisclosed loca-
tions across the continental U.S. DAR-
PA’s challenge: Be the first team to find
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all 10 balloons.

Success would depend on a competi-
tor’s ability to assemble a large group
of geographically dispersed volunteers.
“We wanted to understand how you
could rapidly mobilize a very large team
to solve a hard problem, and how to do
that in an adversarial environment,”
says Peter Lee, a DARPA director. Also,
DARPA wanted to learn how teams
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would use social networks and crowd-
sourcing as this might aid in military
intelligence gathering.

The DARPA experiment was not
conceived specifically as an exercise in
mechanism design, but many of the
teams, including the winning one from
Massachusetts Institute of Technology
(MIT), profitably employed those prin-
ciples, Lee says. For example, the MIT
team found all 10 balloons in less than
nine hours by devising a clever way to
motivate a large number of volunteers
through a recursive incentive scheme.

An obvious financial incentive would
be to promise anyone who found and
reported a balloon to the winning team
a part of the $40,000 prize money. Some
teams did just that. But the MIT team
knew it not only had to motivate people
to look for and report balloons, but also
to find lots of additional people to help
them locate the balloons.

The MIT team recruited an initial
cadre of volunteers via email, then en-
couraged each volunteer to establish
a personal chain of participants: A re-
cruits B, who recruits C, who recruits
D, and so on. The first person to report
a balloon gets $2,000, and more pay-
ments propagate through the chain
back from that person. D finds a balloon
and gets $2,000, C gets $1,000, B gets
$500, and A gets $250.

“There were people who actually
made $1,000 for posting a tweet,” says
Galen Pickard, a computer and cogni-
tive scientist at MIT. “Everyone was
incentivized to get the word out, and
that’s mechanism design.” Pickard says

R
The MIT team located
all 10 red balloons

in less than nine
hours by devising

a clever way to
motivate a large
number of volunteers
through a recursive
incentive scheme.

5,000 people signed up to assist the MIT
team, and estimates that two million
people received email, Twitter, or Face-
book requests for help.

The second-place team from Georgia
Institute of Technology did almost as
well, finding nine balloons in a largely
more traditional way, via old media, in-
cluding an article in The Wall Street Jour-
nal and an interview on National Public
Radio. That put Georgia Tech near the
top of the results in a Google search
for “DARPA Red Balloon,” says Ethan
Trewhitt, a research engineer at Geor-
gia Tech. “The crowdsourcing thing
was not as big a thing as the old media,
which are machines built for this pur-
pose,” he says.

Making Auctions Pay

Tuomas Sandholm, director of the
Agent-Mediated Electronic Market-
places Laboratory at Carnegie Mellon
University, has taken the basic concepts
of mechanism design and extended and
implemented them in novel ways. For
example, he has pioneered automated
mechanism design, by which complex
mechanisms are devised by computers,
not humans.

Many real-world applications of
mechanism design are complex indeed.
For example, Procter & Gamble (P&G)
seeks to optimize its supply chain by
getting annual bids for trucking ser-
vices across North America. P&G uses
a mechanism design-based combina-
torial auction, designed by Sandholm,
in which participants can bid for indi-
vidual items or packages of items, in
combinations specified by them. “It’s a
very complex optimization problem for
both parties, with lots of constraints,”
Sandholm says.

Likewise, Paul Milgrom, an econo-
mist at Stanford University, co-designed
the simultaneous ascending auction
used by the U.S. Federal Communica-
tions Commission in its sale of radio
spectrum licenses in the mid-1990s. Ac-
cording to the National Academy of Sci-
ences, “The auction broke all records
for sale of public property and has been
widely copied in other countries,” while
the National Science Foundation (NSF)
hailed it as a “victory for the field of
game theory.”

Milgrom’s early work, in the 1980s,
mostly dealt with situations in which
there was a market-clearing or equilibri-

12 COMMUNICATIONS OF THE ACM | AUGUST 2010 | VOL.53 | NO.8

um price, and the auction would simply
find it. But more recently he’s worked
with combinatorial auctions, where
there often is no such single price and
the computation of efficient outcomes
is generally NP-hard. Managing the re-
sulting complexity demands the appli-
cation of computer science techniques.

Milgrom says he’s working on dy-
namic resource allocation auctions in
which, for example, a seller might have
to decide to accept a bid now or wait for
a better one tomorrow. More generally,
it’s the challenge of efficiently allocat-
ing a given resource, such as communi-
cation bandwidth, repeatedly over time.
Buyers, or users, learn more about the
resource’s value by using it. “Some of
the best work in this area has been done
by computer scientists,” Milgrom says.

Milgrom’s work with mechanism
design, stretching back some three de-
cades, clearly is not at an end. Last year,
a company he started, Auctionomics,
won an NSF grant to develop auction
software that allows bidders to specify
budget constraints. “Multi-item auc-
tion design has been at the frontier of
research in economics and computer
science over the past 15 years,” NSF
notes. “Yet no existing mechanism en-
ables effective competition when bid-
ders face serious budget constraints.”

Meanwhile, mechanism design is
also being used to solve problems of
network congestion. TCP/IP commu-
nication protocols are based on the as-
sumption that when a computer sees
congestion, it will temporarily delay
sending data. “But when TCP competes
for bandwidth with other ‘non-polite’
protocols, such as UDP, it ends up being
squeezed away completely,” says Noam
Nisan, a computer scientist at Hebrew
University in Jerusalem.

Nisan says that all work on commu-
nication protocols today should consid-
erthe factthat computers are connected
yet controlled by “different, selfish enti-
ties.” Mechanism design can provide a
framework for optimizing those proto-
cols, he says. For example, he cites re-
cent research—namely, “Interdomain
Routing and Games” by economist Ha-
gay Levin and computer scientists Mi-
chael Schapira and Aviv Zohar from the
Hebrew University of Jerusalem—that
shows that the Border Gateway Protocol
(BGP), which is used for Internet rout-
ing among competing domains, could,



with certain security enhancements, be
made “incentive-compatible.” That is,
users would no longer have any reason
to deviate from BGP.

Nisan is a pioneer in the field of al-
gorithmic mechanism design, by which
systems find good approximations
of optimal solutions in computation-
ally hard problems, such as an auction
where instead of a single point bid from
each bidder, one gets an entire “graph”
of bids and preferences. That approach
introduces “an interesting twist,” Nisan
says. “Many of the results that we got for
free from economic theory stop work-
ing when there are approximations.”

Potential Pitfalls

To be sure, there are pitfalls in the appli-
cation of mechanism design ideas. For
example, Robert Kleinberg, a computer
science professor at Cornell University,
says mechanisms may be so compli-
cated that users don’t understand them
and hence won’t participate. It’s not suf-
ficient to tell them, “don’t worry, I have
proved a theorem that the best thing for
you to do is such-and-such,” Kleinberg
says.

A related issue is that the mecha-
nism and the problem it is trying to
solve may together be so complicated
as to be computationally intractable.
The computational ability of partici-
pants and their incentives are inter-
twined in complex ways. And the cost
of information gathering in order to bid
can distort results, because the choice
of how much to invest in bid prepara-
tion is not a choice that is included in
most theoretical models of behavior.

Sandholm says another potential
pitfall is evaluating one event, such as
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for individual items
or packages of items,
in combinations
specified by them.

one of P&G’s combinatorial auctions, in
isolation, as much of economic theory
assumes. But if an auction is repeated,
buyers and bidders learn something
about each other, and that knowledge
can lead to behaviors that are both un-
desirable and not predicted by theory.
Similarly, notions of rationality may
be mathematically pure in econom-
ics, but “actual human behavior is a lot
more complicated and superficially ‘ir-
rational’ than the predictions made by
theoretical models,” Kleinberg says.
And there’s that nasty bit about ly-
ing. Of the 200 red balloon sightings re-
ported to the MIT team, 80% were false.
DARPA’s Lee says teams detected false
reports in some clever ways, with some
teams even automating their detection.
For example, clusters of reported bal-
loon sightings that contained identical
coordinates, to the third decimal, were
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regarded as fake because real sight-
ings from multiple people always have
some slight variation. “So there is this
general concept of being able to use
relatively straightforward data-mining
techniques to quickly derive the char-
acteristics between good and bad infor-
mation,” Lee says.

Finally, says MIT’s Pickard, the most
elegant of ideas can have unintended
consequences. “We spent four days
winning the DARPA Network Challenge
and about two months working out how
to pay people,” he says. “Working with
lawyers is a lot harder than making Web
sites.”
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Cybersecurity

How Top ISPs Could Reduce Spam

The zombie computers
responsible for sending more
than half of the world’s spam
reside on the networks of the
leading 50 ISPs, and if these
ISPs would shut down or block
these compromised computers,
it would drastically curtail the
delivery of spam, according to
ateam of researchers led by
Michael van Eeten, a professor
of public administration at Delft

University of Technology in the
Netherlands.

Eeten and his colleagues
analyzed more than 63 billion
unsolicited email messages sent
from 2005-2008 and discovered
that some 138 million unique
IP addresses were linked to the
messages’ delivery. Often, these
unsolicited messages are mailed
by computers that have been
hijacked by criminals and turned

into a large network of remotely
controlled machines known as
a botnet.

“The top 50 ISPs account for
over half of all [spam] sources
worldwide,” the researchers
note. “In light of the fact that
there are 30,000 [Autonomous
System Numbers] and anywhere
between 4,000 and 100,000 ISPs,
this is a remarkable finding.”

The researchers presented

their paper, “The Role of Internet
Service Providers in Botnet
Migration: An Empirical Analysis
Based on Spam Data,” at the
Workshop on the Economics of
Information Security at Harvard
University, and are now working
with the Dutch government
to create metrics of ISPs’
efforts to detect and shut down
compromised computers.
—Jack Rosenberger
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