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Selected solutions 9th PS Sheet Department of Computer Science

1) a) Euclid’s gcd algorithm guarantees the existence of prime factorisations, on which RSA is
based (via FTA);

b) Bézout’s lemma may be used to compute the multiplicative inverse d of e or vice versa
(step 2 of RSA on slide 10 of week 9), see slide 13 and below;

c) Fast exponentiation (in its modular form) may be used both for encrypting (step 3) and
decrypting (step 4) messages;

d) The Chinese remainder theorem may be used to speed up encoding (step 3) and decoding
(step 4) by exponentiation, by working modulo factors instead of their product;

e) Fermat’s little theorem guarantees decoding followed by encoding of a message m by
means of exponentiation (step 3 followed by step 4), yield the identity, i.e. yields m.

2) • We perform operations on prime factorisations, via the corresponding operations on the
exponents of prime factors (slide 9 of lecture 9): gcd(2

3·31·25·54
53

, 2·37·52) = gcd(2
3+5·31·54

53
, 21·

37 · 52) = gcd(28 · 31 · 54−3, 21 · 37 · 52) = 2min(8,1) · 3min(1,7) · 5min(1,2) = 21 · 31 · 51 = 30;

• Since 60 = 22 · 3 · 5 and 14 = 2 · 7, we note gcd(60, 14) = 2, so that integers u and v such
that 2 = u · 60 + v · 14 can be found by Bézout’s lemma (slide 4 of lecture 9):

60 = 1 · 60 + 0 · 14
14 = 0 · 60 + 1 · 14
46 = 1 · 60− 1 · 14
32 = 1 · 60− 2 · 14
18 = 1 · 60− 3 · 14
4 = 1 · 60− 4 · 14

10 = −1 · 60 + 5 · 14
6 = −2 · 60 + 9 · 14
2 = −3 · 60 + 13 · 14

That is, we may take u = −3 and v = 13. We verify: −3 · 60 + 13 · 14 = −180 + 182 = 2.

• Since gcd(9, 11) = 1 as one easily checks, 9 does have some inverse x modulo 11 and
it can be computed using Bézout’s lemma (slide 13 of lecture 9). From that we obtain
1 = 5 · 9− 4 · 11, so that 5 is the answer. We verify 9 · 5 ≡ 45 ≡ 1 (mod 11).1

• By the Chinese remainder theorem (RSA version, slide 20 of lecture 9), a natural number
0 ≤ x < 9 · 11 such that x ≡ 4 (mod 9) and x ≡ 5 (mod 11) can be computed as
4 + 9 · ((5 · (5− 4)) (mod 11)) = 49, using that 5 is the inverse of 9 modulo 11, and that
gcd(9, 11), as established in the previous item.

3) • Since m − 1 ≡ −1 (mod m) for any m > 1, and since then −1 · −1 ≡ 1 (mod m), we
have that m− 1 is its own inverse modulo m. (Note this does not depend on m being a
prime number; e.g. 3 · 3 ≡ 1 (mod 4).) Therefore, 2016 is its own inverse modulo 2017.

1Alternatively: noting that 11 is a prime number, we have by FLT (slide 13 of lecture 9) that 910 ≡ 1 (mod 11),
so that 9 · 99 ≡ 1 (mod 11), i.e. 99 is the inverse of 9 modulo 11.
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• 20152016 is a 6662-digit number.2

• Since 2017 is a prime number and obviously 2017 - 2015, we have 20152016 ≡ 20152017−1 ≡
1 (mod 2017) by Fermat’s little theorem.

• Since 2017 is prime and 2017 - 2014 we know by Fermat’s little theorem that 2014(20152016) ≡
2014(2015

2016) mod (2017−1) ≡ 2014 (mod 2017) using that 20152016 ≡ (−1)2016 ≡ 1 (mod 2016)
as 2015 is its own inverse (−1 · −1 = 1) and 2016 is even.

4∗) If ∼1 and ∼2 are equivalence relations on a set A, then (∼1)
−1 is an equivalence relati-

on as ∼−1
1 =∼1 by ∼1 being symmetric, and ∼∗

1=∼1 as taking the reflexive–transitive clos-
ure of ∗ does not change it. Transitivity may fail for the union as exemplified by ∼1=
{(0, 0), (0, 1), (1, 0), (1, 1)} and ∼2= {(1, 1), (1, 2), (2, 1), (2, 2)}. Then 0 (∼1 ∪ ∼2) 1 (∼1 ∪ ∼2)
2 but 0 and 2 are not related by ∼1 ∪ ∼2 Finally, ∼1 ∩ ∼2 is an equivalence relation. To see
the intersection preserves equivalence relations, note that we already know it preserves partial
orderedness. Hence it suffices to show it preserves symmetry: a (R ∩ S) b iff a R b and a S b
iff b R a and b S a iff b (R ∩ S) a, for R,S symmetric relations.
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