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Definitions

boolean function f is

» monotone if f(x1, ..., Xp) < f(y1, ..., y¥n) forall x3 < y1, ..., X < Yn
» self-dual if f(x1, ..., Xn) = f(X1, ..., Xp)
» affine if f(Xx1, ..., Xn) = Co®C1X1 D --- D Ccpx, forsome co, ..., ¢, € {0,1}

set X of boolean functions is adequate if and only if following conditions hold:
df; € X such that f,(0, ..., 0) # 0 3 f, € X which is not self-dual
3f, € X suchthat (1, ...,1) #1 3 fs € X which is not affine

d f; € X which is not monotone
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» CTL (computation tree logic) formulas are built from atoms, logical connectives, and
temporal connectives AX, EX, AF, EF, AG, EG, AU, EU according to BNF grammar

pu=L|TIpl(=e)(eAe) (V) (e—e)| (AXe) | (EXyp) |
(AF ) | (EF @) | (AG ) | (EG¢) | AlpU ] | E[pU ]

» transition system (model) is triple M = (S, —,L) with
» set of states S
» transition relation — C S x S suchthat Vse€S JteS with s -t ("no deadlock")

» labelling function L: S — P(atoms)

» satisfaction M,s E ¢ of CTL formula ¢ in state s € S of model M = (S, —,L) is defined by
induction on ¢
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CTL formulas ¢ and ¢ are semantically equivalent (¢ = ) if

M,;skE p <+— M,sEy

for all models M = (S,—,L) and states s€ S

- AFp = EG—p AFp = A[T U]
- EFp = AG - EFp = E[T U]
- AXp = EX—p AlpUv] = = (E[-¥ U (- A =9)] VEG =)

satisfaction of CTL formulas in finite models is decidable
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CTL Model Checking Algorithm

input: e model M = (S,—,L) and CTL formula ¢
output: e {seS|M,sF ¢}

label each state s € S by those subformulas of ¢ that are satisfied in s

p label s <= pelL(s) - label s <= s isnotlabelled with ¢
pAY label s <= s islabelled with both ¢ and ¢
EXp label s <=t islabelled with ¢ for some t with s =t

EGp @ label every s that is labelled with ¢
® remove label from s <=t is not labelled with EG ¢ for all t with s — ¢
® repeat @ until no change

E[pU] labels <= @ s islabelled with 1
@ s is labelled with ¢ and t with E[p U] for some t with s — t
® repeat @ until no change

AM_
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Part I: Propositional Logic

DPLL,
sorting

networks,

Part Il: Predicate Logic

Part Ill: Model Checking

adequacy, CTL*, fairness, linear-time temporal logic,
symbolic model checking
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2. Symbolic Model Checking
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symbolic model checking = (CTL) model checking with BDDs

» how to represent sets of states?

» how to represent transition relation?

» how to implement model checking algorithm?
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model M = (S, —,L)

//@\\ S =1{1,2,3,4,5,6,7,8}

@<—@ @—>@ L(1) = {la,ls} L(5) = {la, P}
VANV L(2) = {Pals}  L(6) = {Ra,Ps}
@<_@_’ L(3)={Ra,ls}  L(7)={Ra,Rs}
L(4) ={la,Re}  L(8)={Pa,Rs}
» 8 states require 3 boolean variables
state x y =z state x y =z
1 0 0 0 «xyz 5 1 0 0 xyz
2 0 0 1 Xxyz 6 1 0 1 xyz
3 0 1 0 Xxyz 7 1 1 0 xyz
4 0 1 1 Xxyz 8 1 1 1 xyz
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Example (cont’d)

state state

state state
1 xyz 3 xyz 5 xyz 7 xyz variable ordering
2 Xyz 4 xyz 6 xyz 8 xyz [x,y,Z]
set of states {1} {1,2} %) {2,3,6}
boolean function Xyz Xy 0 YyZ+Xxyz
reduced OBDD ) ) [0]
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Example (cont’d)

state state state state Ia Ig
model M

1 xyz 3 xyz 5 xyz 7 xyz @
2 Xyz 4 Xyz 6 xyz 8 xyz // \\
PA RA IA IA
transition relation Is @ /@% /?769\ Pg
)—(}—/(2)—(/)// + z()—(/y/z/ 4 X/y/z/)) @ @

Al =f

+Xxy(z(X'Y'Z +x'y'Z')+2xX'Z")

(
+Xy(§()—(/}7lzl +XI}_//Z,) -+ z)—(lylzl)
+xy(zx'Z +zx'y' 2

reduced OBDD with variable ordering [x,y, z, Xy, Z'] has 24 nodes (B_,)
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model M = (5,—,L) XCS

> el ={sesS|MskE ¢}

» prey(X) = {seS|teX forall t with s —t}
» preg(X) = {s€S|s—t forsome t X}

[Tl=s [Pl = {seSlpells)}
[L] =2 [AX ]l = prev(ll)
[—¢ll =S -l [EX¢]l = pres([«])

[e Ayl = [el N ]
[e vyl = [elul¥]
[e =] =6 -MeD)Ulvl prey(X) = S —pres(S — X)
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Symbolic Model Checking Operations

required operations BDD representation

complement S —X apply (@, Bs, Bx)
union XUy apply(+,Bx, By)
intersection Xny apply( - ,Bx,By)
pre5(X) exists(xy, - - - (exists(x,,apply( - ,B—, Bx))) )
N

replace xi, ..., Xp by X}, ..., X, in Bx

exists(x’,B) = apply(+, restrict(0, x’, B), restrict(1, x’, B))
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[AF @] = [l U prey([AF ¢]) [EF ¢l = [l U pres([EF «])
[AG ¢l = [l N prev([AG 1) [EG ¢l = [l Npres(TEG¢])
[Alpu ]l = [¥TU ([l Nprev([Alpu]l)) [E[LUYIT = [4] U ([e] Npres([E[pU]D))

» [AF ] is least fixed point of function Far(X) = [¢]] U prey(X)

» [EG¢] is greatest fixed point of function Feg(X) = [[¢]] N pre5(X)

every monotone function F: P(S) — P(S) with |S| = n admits
least fixed point uF = F"(2)
greatest fixed point vF = F"(S)
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every monotone function F: P(S) — P(S) with |S| = n admits
least fixed point uwF = F"(2)
greatest fixed point vF = F"(S)

function F: P(S) — P(S) is monotone if F(X) C F(Y) whenever X C Y C S

see overlay version of slides
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function Far: P(S) = P(S):  Far(X) = [[¢]] U prey(X)

Ia I
model M

(1)
Far(X) = [l = {1,2,3} // \\
Fae(X) = Far(Far(X)) = {1,2,3}U{6} Ra |
(x) =

/
MOSEEOMNO Py

[AFI5] = {1,2,3,5,6}
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function Feg: P(S) = P(S): Fec(X) = [[¢]l N pres(X)

Ia I
p="PaVis model M

(1)
X ={1,2,3,4,5,6,7,8} = pres(X) // \\
FEG(X) = [[99]] = {172’378} @ @’;A 'éA LA
Fés(X) ={1,2,3,8}n{1,2,3,5,6,7} = B 5

Fi.(X) ={1,2,3,8} n{1,2,3,5,6}
[EG(PsVIs)] = {1,2,3}
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function Fey: P(S) — P(S):  Feu(X) = [¥] U ([e]l N pres(X))

[E[p U]] is least fixed point of monotone function Fgy

W= [l
X := J;
Y = [v];
repeat until X = Y
O
Y := YU(WNpres(Y))
return Y
B universitat 265  Logic lecture 10 2. Symbolic Model Checking ~ Model Checking Operations é/{\llL
innsbruck



Example (Huth and Ryan, Exercise 6.12.2(a))

model M = (S, —,L) state x y

—: xX'y +xxX'y' +xx'yy
0 0 10 p: Xy ST XV4+Xy+XY =X+y
p q 1 01 _ T
\\ / 5 00 g: xy —pAg: (X+y)@xy) Xy =Xxy
W: xX+y
& = :
AG(pV ~q) = -E[TU-pAq]
W o= [[T]], Xoo Xl)_(y Xz)_( X3)_(—|-)_/
1B B Yoxy Yix Yax+y Ysx+y Xs=Ys
Y := [~pAql; -
repeat until X =Y E[TU-pAQ]: x+Yy
B N AG(pV—q): (X+y)®(X+y)=0
Y := YU (WNpres(Y))
return Y
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3. Intermezzo
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E]"ﬁCify with session ID

Which of the following statements about symbolic model checking are true ?

I} The presented proof of the theorem of Knaster-Tarski would also
work for infinite sets S.

B Theset [[p A —p] corresponds to the reduced BDD [0].

Every monotone function F: P(S) — P(S) with |S| = n admits a
least fixed point uF = F"(S).

B S-[evel) =(-TeD)n(s-1vD)
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4. Linear-Time Temporal Logic (LTL)

Syntax Semantics Example
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>

LTL (linear-time temporal logic) formulas are built from
» atoms p., q,r, pi, P2, --.
» logical connectives L, T, =, A VY, =

» temporal connectives X, F, G, U W, R

according to following BNF grammar:

o u=L|T|pl(=e)[(erne)|(eVe)l(p— )l
Xe) [ (Fe) [(Ge) [ (pUw) | (¢ Wo) | (wR)
notational conventions:
» binding precedence - X, F,G > U WR > AV > —
» omit outer parentheses

» —, A, V areright-associative
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formula F(p—Gr)v-qUp Fp— (Grv-q)Up

parse tree V. N
F / \ ] F / \ ;
| 7/ \ | /N
/N AN
PoT e |
l o
X next state F  dfuture state W  weak until
U until G V states globally R release
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4. Linear-Time Temporal Logic (LTL)

Semantics
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» path in model M = (S,—,L) is infinite sequence s; — s; — - -«

» Vpaths t=s51 55, = -+ Vi>1l 7l =5 =541 =

satisfaction of LTL formula ¢ with respect to path 7 = s; —+ s, — --- in model M = (S, —,L)

TFE @

is defined by induction on ¢:

TE T T™FE L TFE @AY <~ aFp and ®F ¥
T Ep <~ pelL(s) TE VY <~ wEFEp or wEY
TE-op <= waFop TEp—Y << 7wTFe or wmFyY
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special notation for infinite paths:

7T1=(132)w 7T2:(763)w

m=1-3-2-1-3->2—--.

m=7—-+6—-+3-37—-6—>3—.--

T E Iy T E Ry Nlg 7 ¥ Ig — PoV Rg
7T2#IA ﬂ'g':RA/\IB 7T2':IB—>PA\/RB
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satisfaction of LTL formula ¢ with respect to path 7 = s; —+ s, — -+ in model M = (S, —,L)

TFE @

is defined by induction on ¢:

T FE Xp — nlEop

T F Fo — 3Jizl1l 7 Eyp

TE Gy — Vil 7'k

T E Uy <~ 3Jiz>1 7'E4y and Vj<i 7w Ep

TEeWy << (3i=1 n'FEy and Vj<i niE¢@) or Vi1l 7' F
TEeRYy << (3i>1l n'F¢ and Vj<i ©#Fy) or Vi1l n' Fy
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=(132)* m = (763)"

1 ':X(RAVRB) 1 E FPA 7T]_#XXPB
7T2}"£FPA ™ ':G—JA T2 ':GFPB
ﬂl,#/AUPA i) = _|/AWPA 2 Z PBRRB
AM_
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model M = (S,—,L), state s € S, LTL formula ¢

M,sEp << Vpathsnm=s5s—--- 7wEQp "formula ¢ holds in state s of model M"

M,1 ¥ G(Ra — FP,)

M, 4 £ —(RgUPg)

M,4 ¥ RgUPg

M,;6 E X(Flg A ((X—=Pg)RRa))
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LTL formulas ¢ and ¢ are semantically equivalent (¢ = ) if

¥V models M = (S, —,L)

TEp << 7wFvY
V paths 7 in M

—Xp = X-p wUy = (U (mp A-)) AF
-Fp=G-p F(pVY) =FpVFy
-Gy =F-yp G(pAY) =GpAGY

~(pUe) = ~pR-y Fo=TUgp

=(¢RY) = mpU-9 Gp= 1Ry
pUy = oW AF oW1 = 9YR (V)
PWy = Uy VGp ©RY =W (p A1)

B universitat i ~Ti i
thhebruck 26S Logic lecture 10 4. Linear-Time Temporal Logic (LTL)

Semantics

32/41



U = (=9 U(mp A9)) AFY

see overlay version for proof
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4. Linear-Time Temporal Logic (LTL)

Example
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» concurrent processes sharing resource

» identify critical sections (including access to shared resource) in each process’ code
» at most one process can be in its critical section at any time

desired:

protocol for determining which process is allowed to enter its critical section at which time

expected properties:
safety only one process is in its critical section at any time

liveness whenever process requests to enter its critical section, it will eventually be
permitted to do so

non-blocking each process can always request to enter its critical section
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Mutual Exclusion (first modeling attempt)

>

two processes have three states each:
(n) non-critical state (t) trying to enter critical state (c) critical state

each process undergoes transitions in cycle n; —»t; —c; —n; — --- (n;tic;)¥
asynchronous interleaving So
\)
model (protocol):
safety: G-(c1Ac) L / \ o

liveness: G (t; —»Fcy) KX @ @
S
non-blocking holds but is not expressible in LTL @/ @ \@
Sz Sé
AG(n; — EXty) in CTL \ / \ /
JONRCE
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Mutual Exclusion (second modeling attempt)

» safety: G-(ciAc)

» liveness: G(t; = Fc;) @

S7

X

NuSMV (New Symbolic Model Verifier)

provides language for describing models and checks satisfaction of LTL and CTL formulas

AM_
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tual Exclusion Protocol in NuSMV

MODULE main

VAR
prl : process prc ( pr2.st, turn, FALSE ) ;
pr2 : process prc ( pril.st, turn, TRUE ) ;

turn : boolean ;
ASSIGN

init ( turn ) := FALSE ;
LTLSPEC G ! (( pri.st = c ) & ( pr2.st = c )) -- safety
LTLSPEC G (( pri.st = t ) -> F ( prl.st = c )) -- liveness
LTLSPEC G (( pr2.st = t ) -> F ( pr2.st = c )) -- liveness

MODULE prc ( other-st, turn, myturn )
VAR st : {n, t, ¢ } ;
ASSIGN
init ( st ) := n ;
next ( st ) := case
( st =
( st =
( st =
( st =
TRUE 5 OEE g
esac ;
next ( turn ) := case
turn = myturn & st = c : ! turn ;
TRUE : turn ;
esac ;

& ( other-st = n
& ( other-st = t

o B

)
)
)
)

FAIRNESS running
FAIRNESS (st =c)

IS
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5. Further Reading
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Huth and Ryan

» Section 3.1

» Section 3.2
» Section 3.3
» Section 3.7

» Section 6.3

Model Checking Tools

» NuSMV

» Spin
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https://www.cambridge.org/core/services/aop-cambridge-core/content/view/362A23C81428830F20C49894E9ED8949/9780511810275c3_p172-255_CBO.pdf/verification_by_model_checking.pdf#page=16
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https://www.cambridge.org/core/services/aop-cambridge-core/content/view/35F1E00AB217F00ED1CA4F9C6D659BB0/9780511810275c6_p358-413_CBO.pdf/binary_decision_diagrams.pdf#page=25
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http://spinroot.com/spin/whatispin.html

Important Concepts

> [l » linear-time temporal logic » R

» F » liveness » safety

» fixed point » LTL » symbolic model checking
» G » non-blocking » U

» greatest fixed point » path » W

» Knaster-Tarski > prey » X

» least fixed point > preg

homework for May 28
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